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SYD7 (Fujitsu SDC)

Contact: SYD7 DCT Contact Number: +61 2 9636 0460 (SYDG6)
FAO: SYD7 DCT

C/0 Fujitsu Australia

4 Figtree Drive, Homebush NSW 2127, Australia

SYD7 (Fujitsu SDC)

Contact: SYD7 DCT Contact Number: +61 2 9636 0460 (SYDG6)

FAO: SYD7 DCT, C/0 Fujitsu Australia, 4 Figtree Drive, Homebush NSW
2127, Australia

Brazil
Sao Paulo

GRU1 (Verizon Terremark NAPSAO)

Contact: Operations - Renato Ferlin | Logistics - Rubens Catta Preta
Colocation - Verizon Enterprise Solutions

Email: ServiceCenterGRUl@verizon.com

Address: Avenida Ceci, 1900 CJ A - 1 Andar, Condominio Walter
Torre Tambore

City: Barueri / Sao Paulo
Zip code: 06460-120

CNPJ # (company identification number)
0ffice Phone: +55 11 4950-9301

BRAZIL

: 12.147.176/0003-11

GRU2 (Algar CPS)

Contact: Operations - Patricia Feital | Logistics — Guilherme
Golschmidt

Colocation - Algar Tecnologia

Email: sd@algartech.com

Address: Rua Guido Camargo Penteado Sobrinho, 3685
City: Campinas / Sao Paulo - BRAZIL

Zip code: 13082-800

CNPJ # (company identification number): 12.147.176/0004-00
0ffice Phone: + 55 11 4950-9302

Barao Geraldo

GRU3 (TIVIT SP1)

Contact: Operations - Renato Ferlin | Logistics - Rubens Catta Preta
Colocation-Tivit Terceirizacao de Processos, Servicose Tecnologia
S/A

Email: suporte@tivit.com.br

Address: Rua Bento Branco de Andrade Filho, 6211 andar Jardim Dom
Bosco

City: Sao Paulo / Sao Paulo
Zip code: 04757-000

CNPJ # (company identification number)
0ffice Phone: + 55 11 4950-9301

BRAZIL
: 12.147.176/0005-83
GRU4 (Ascenty J1D-1)

Contact: Operations - Wil Loro | Logistics - Guilherme Goldschmidt
Colocation: Ascenty Data Centers Servi os Ltda

Amazon Atlas
Statement released on WikilLeaks with the leaked
document.

Source: https://wikileaks.org/amazon-atlas/
releases/

On October 11th 2018, WikilLeaks publishes a
"Highly Confidential" internal document from the
cloud computing provider Amazon. The document from
late 2015 lists the addresses and some operational
details of over one hundred data centers spread
across fifteen cities in nine countries. To
accompany this document, WikilLeaks also created a
map showing where Amazon’s data centers are
located [editor’s note: not pictured].

Amazon, which is the largest cloud provider,
is notoriously secretive about the precise
locations of its data centers. While a few are
publicly tied to Amazon, this is the exception
rather than the norm. More often, Amazon operates
out of data centers owned by other companies with
little indication that Amazon itself is based
there too or runs its own data centers under less-
identifiable subsidiaries such as VaData, Inc. In
some cases, Amazon uses pseudonyms to obscure its
presence. For example, at its IAD77 data center,
the document states that “Amazon is known as
‘Vandalay Industries’ on badges and all
correspondence with building manager”.

Amazon 1is the leading cloud provider for the
United States intelligence community. In 2013,
Amazon entered into a $600 million contract with
the CIA to build a cloud for use by intelligence
agencies working with information classified as
Top Secret. Then, in 2017, Amazon announced the
AWS Secret Region, which allows storage of data
classified up to the Secret level by a broader
range of agencies and companies. Amazon also
operates a special GovCloud region for US
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NRT20 Amazon

* Contact: nrt20-datatech@amazon.com (DCO)

* Contact: nrt20-opseng@amazon.com (DCEO)

* Contact: nrt20-guardforce@amazon.com (Security)
* Contact phone: +81-476-77-1115 (24/7, Security)
Phone: +81 80 90453067 (24/7)

Address: Inzai Technology Building, 2-101-14 Izumino, Inzai, Chiba
270-1360, JAPAN

NRT51 Equinix 0S1

Contact: nrt-rs-datatech@amazon.com
Nishi-Shinsaibashi Bldg. 8F

1-26-1, Shin-machi,, Nishi-ku

Osaka-city, Osaka, Japan 550-0013

NRT52 KDDI Osaka

Contact: nrt-rs-datatech@amazon.com

Telehouse Osaka Chuo Data Center KDDI Osaka Bldg

2-2-72 Shiromi, Chuo-ku, Osaka-city, Osaka, Japan 540-0001

NRT53 Equinix TY3

Contact: nrt-rs-datatech@amazon.com

Equinix TY3-IBX Data Center

1-9-20 Edagawa, Koto-ku, Tokyo, Japan 135-0051, ??7135-0051

NRT55 Canon/Colt

Contact: nrt-rs-datatech@amazon.com
Canon IT Nishi Tokyo Data Center?
3-5-33 Mukodai-cho

Nishi Tokyo-city, Tokyo, Japan 188-0013

Singapore

SIN2 (Equinix - SG2)

Contact: Mr. Hazizi Kadir - kadirm@ (DCO)

Contact Number: +65-9126 5817

FAO: Amazon Asia-Pacific Resources Pte Ltd, C/0 Equinix Pacific Pte
Ltd (SIN2), 15 Pioneer Walk, Level 4, Singapore 627753

SIN3 (Keppel Datahub - T25)

Contact: Mr. Gaurav Wadhwani - gauraw@ (DCO)

Contact Number: +65-9109 7712

FAO:Amazon Asia-Pacific Resources Pte Ltd, C/0 Keppel Datahub Pte
Ltd (SIN3), 25 Tampines Street 92, Singapore 528877

SIN4 (Tata Communication - TCX)

Contact: Mr. Raja Rajaram - rajaramr@ (DCO)

Contact Number: +65-9241 0226

FAO: Amazon Asia-Pacific Resources Pte Ltd, C/0 Tata Communication
International Pte Ltd (SIN4), 35 Tai Seng Street, Singapore 534103

SIN5 (Global Switch)
Contact: Mr. Raja Rajaram - rajaramr@ (DCO)
Contact Number: +65-9241 0226

Summary of Server Locations

 United States
o Virginia
= Ashburn x10
= Chantilly x4
= Haymarket x1
* Herdon x2
= Manassas x8
= Reston x1
= Sterling x10
= Vienna x1
o Washington
* Lynwood x1
= Seattle x5
= Tukwila x2
o Bay Area
= Hayward x1
= Palo Alto x1
* San Francisco x1
= San Jose x1
» Santa Clara x4
o Northeastern Oregon
* Boardman x6
= Umatilla x2
¢« Ireland
o Dublin x7
* Luxemburg x2
+ Germany x4
+ China
o Beijing x5
o Hebei x3
o Ningxia x1
+ Japan
o Chiba x3
o Osaka x2
o Tama x1
o Tokyo x3
o Yokohama x1
« Singapore x6
¢ Australia x8
 Brazil
o Sao Paulo x5
o Rio de Janeiro x1

All following text from leaked document.
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FRA52

A100 ROW GmbH,

C/0 Interxion

Weismullerstrasse 25, Frankfurt am Main, 60314, Germany

FRA53

A100 ROW GmbH,

C/0 E-shelter

Karl Landsteiner Ring 4, Russelsheim, 65428, Germany

FRA54

A100 ROW GmbH,

C/0 E-shelter

Eschborner Landstrasse 100, Frankfurt am Main, 60489, German

China

BJS 9

Please do not send anything to this site without notify bjs-
shipments@, this is unmanned site.

15301146591

ZhongGuanCun Hi-tech Zone Block, Beijing Light-Machinery-Electricity
Industrial Area, Tongzhou District, Beijing, China 101111

BJS 10

5th floor, Dexin Building(D2 Building),

A10 North Jiuxiangiao Road, Chaoyang District, Beijing, China 100015
Phone: + 86 18611464091 (Hotline)

BJS 11

Amazon, Guanghuan Cloud Valley,

Chuangyigu Rd, Yanshun Rd,Yanjiao, Langfang, Hebei, 065201, China
Phone: + 86 183-3065-4171(Hotline)

BJS 12

15301146591

No.2 Xinghai st. 1 , South District, Beijing Economic-Technological
Development Area, Beijing, China, 100176

BJS20

13131633849

1 Lou Zhuang Road, Langfang, Hebei province, China
ZHY53/BJS21, 18195511474, No.2, East Central Avenue, Shapotou
District, Zhongwei,Ningxia, China

PEK4 (NetInfinity)

Contact: Mauro D. Sauco

Level P3, Tower E1, The Towers, Oriental Plaza
Nol,East Chang'An Ave.Dong Cheng District
Beijing, 100738 China

Phone: + 86 136-1130-4341 (Hotline)

1 OO0 OO OOOO0OO0OO0OO0OO0ODO0OO0O ¥XOOOOOOOOO OO OO O OO % ¥ % % ¥ ¥ ¥ ¥O % % % %X ¥

S 00000 NNNNNNNNNNNNNYNOOO O OO OO0 U Ui, R, PWWWLWWWWWWWNNNN

N
(6]
~

.4.4 PDX50
.4.5 PDX51
.4.6 PDX52
.4.7 PDX79 (Warehouse)
Ireland
Dublin
DUB2
DUB3
DUB4/7?7
DUB8
DUB9
DUB10/7?50/7?51
DUB53
Luxembourg
.1 LUX2
.2 LUX8
.3 LUX9
Germany
.1 FRA50
.2 FRA52
.3 FRA53
.4 FRA54
China
BJS 9
BJS 10
BJS 11
BJS 12
BJS 20
PEK4 (NetInfinity)
PEK7
PEK50
ZHY/BJS21
apan ?7?
NRT4 Equinix TY2

= = N = =Sy
Nouh,s, WN -

NRT8 SCSK
NRT9 FujiSoft
NRT10 Dojima Osaka
NRT11 KVH
NRT12 KDDI
NRT20 Amazon
NRT51

.10 NRT52

.11 NRT53

.12 NRT55
Singapore

CoNOUPAAWNRULUOONOULE, WN -

NRT7 Hitachi/?Verizon

.1 SIN2 (Equinix - SG2)
.2 SIN3 (Keppel Datahub

0 8.3 SIN4 (Tata
Communication - TCX)

2 of 20

8.4 SIN5 (Global Switch)
8.5 SIN50 (Equinix - SG2)
8.6 SIN51 (Keppel Datahub
T27)

9 Australia

9.1 Sydney

. SYD1 (Equinix SY3)
SYD4 (Global Switch

=
- .
o -

oOuUpkh, W~—NRKF

SYD5 (Fujitsu WSDC)
SYD51

SYD52

SYD6 (Iseek-KDC

o -
RPR—RRRRE3 P

T
O OWOWVWWOWWOWUWOrt OV

.7 SYD61 (NextDC S1)
.8 SYD7 (Fujitsu SDC)
10 Brazil

10.1 Sao Paulo

10.1.1 GRU1l (Verizon
Terremark NAPSAQ)

* 10.1.2 GRU2 (Algar CPS)
* 10.1.3 GRU3 (TIVIT SP1)
* 10.1.4 GRU4 (Ascenty JID-
1)

* 10.1.5 GRU50 (UOL DIVEO)
0 10.2 Rio de Janeiro

* 10.2.1 GIG50 (TIVIT)
Data Center Regions

There are five major
regions that our data
centers are deployed to:
US-EAST-1

US-WEST-1

EU-WEST-1

EU-CENTRAL-1
AP-NORTHEAST-1
AP-SOUTHEAST-1

*¥ O ¥ ¥ ¥G) ¥ ¥ ¥ ¥xC ¥ ¥x¥O ¥ 1 O OO



AuewJdan ‘9zgQ9 ‘uTep we jJniyuedd ‘06-88 95SRUISJUDASTY
XTUInb3 0/2

HQuH MOd 00TV

0Svd4d

©J110SOM)z - 140S0) uez - Jabeuep suotiedadg Joiusdeieq
PMeTJOT) - T1Se) uetJdold - Jabeuep A1Tand9S Teuotbay
@asolJpue - smadpuy ydasor - dabeuep sd11STHOT HQ
PeYypTJSSW - uedeyptds nypely - Jabeuely Jaiuajeieq
9buabToy - ssod9 JSBTOH - Jobeuel sdpoediul

AuewJan

Auewdsg ‘HBanoquaxn] z88T-1‘40,p dYd0T) ‘yoeqsoJq assedwI ‘qezt
gnH eieq ueadoun3y 0/d

TJ4eS N3 uozewy

6XN1

banoquaxn] ‘TAey 0/9£-7 ‘obueziudoN 9p anY ‘01¢
(SJ4) Yyinos 9431ud) SOUSTTTISSY 2443 0/d

TJ4eS N3 uozewy

8XN1

fanoquaxnT‘ iopziag op nealey) GI69-7
VYy1Svy S3s o/D

T4eS N3 uozewy

axXn

TOATT00D BUTIATTO
ToNnBT| pue DSTRYITW TYSMOZIJ91S TeydT| :suoTiedadp Jaiud) eie(q

baInoquaxn

6LZISE"9- ‘YIVI6Z ES ‘Mu9°¥0.TC 9 NuT LV, LT €S :Sd9
1auoyd

pueTaJI

8SAH tZd

vz uTTANg ‘1yberTel ‘peoy STTTYUL9J9 ‘91€1SI TETJISNPUI
92UeJNSUT UBTUJSQTH‘d ITUN 'PIT PUBTSJI 9DTAJSS BleQ UOZBWY :SSIJPPY

(9s02JTeTD)
UBATTINS,0 9JTeT) :Jabeuew ‘TTeOUO ‘DYddi-elep-ggnp 0IQ :31de3uo)
€54and

v8v6T1C 9- ‘CCT00¥ €S ‘MuT°OT.ET 9 N.8°00.¥C €5 :Sd9

LY0E LS9 T €9€+ Xed vy0E€ LG9 T €GE+ :auoyd

pueTaJI ‘LT uTTqn@ ‘®93e3s3

TetJaisnpul ybneysuoT) ‘T4V 1TUn *P1] SOITAJDS eBleQ UOZRWY :SS3JPPY
(9butTdwed)

butTdwe) yisden :usbeuew ‘TTeOUO ‘PYdd1-EIRP-QTIGNP 0DQ :10BIU0)
16/06/014dNA

OTT0SE'9- ‘P9GP6C ES ‘Mut’00.TC 9 Nub OV.LT €S :SdD
660 LG9 T €G&+ :duoyd
pueTsJI ‘pz UTTANQ@ ‘IybeTTeL ‘pEOJ STTTYUSJ9H YOE

(uozeuy

9pTSIN0 duoAue 03 Jaquny STY) 9SedTay IJON 0Q) Joquny XSS juod4
LPTOTZ VA ‘udnqysy

) butpTIng

*JQ uoJjeys utAsQ TE8EYV

wod " uozewy

wod *uozewedsdTISTHOT-peT :31de3uo)

(2bueydsx3 unopno) 9q@vI

LYTOZ VA ‘udnqysy

Aem 13aNnNN 0£8T¢

IDW

wod " uozewepsdT1ISTHOT-peT :31de1U0)
#9¥8FTN UOT1ED0TO) :UOTIUDILY
pale:)a,ldap uooq Ssey °91TS STYLl x
(IDW/uozTJdap) SAVI

€812C VA ‘BUUSTA

14n0) suoTledTTddy 92USTOS 0661

XIvd

wod " uozewepsdT1STHOT-peT :31d2e1U0)

*juawdtys ayx 1o09(lau

71IM XTutnb3 8sTo® Jo ‘dn bButmoys juswdinba syl o1 Jotud paptAoud
9Q 01 paau sJaqunu

Butyded] "W@MQ JO4 S9IURISWNIJTD UTEIJDD JIpun apew aJde suoridadxy -
"9QvI 031 3judwdTys

109J4Tpay "1SJT) Diuswabeueuw

-peT BuTTTews 3INOYITM UOTIELDO0T STY} 03 AT3da24Tp dTys 10u og

(£2@ XTUuTnb3) YaVI

LYTOC VA ‘uJdnqysy

‘4 BpTg ‘34n0) 92UBTTTS GILIT

wod " uozewedsdT1STHOT-peT :31d2e1UO0)

*juawdtys ayy 1o09(lau

771IM XTuTnb3 8sT® Jo ‘dn bHutmoys juswdinba syl o1 Jotud paptAoud
9Q 01 paau sJaqunu

Butyded] "W@MQ J04 S9IURISWNIJTD UTERIJDD JIpun apew aJde suoridadxy -
"9QvI 031 3udwdTys

1094Tpay "1SJT) Diuswabeueuw

-peT BuTTTews 3INOYITM UOTIEDO0T STY} 03 AT3da24Tp dTys 310u o(g

(z2@ Xtutnb3y) zavi

188L-1C6-TLS / €TI6-1SC-€0L VA ‘ATTTiuey) :1aQvl

(uozeuy

9pTSIN0 duoAue 03 Jaquny STY] 9SedTaY JON 0Q) Joquny XSS juod4
IGT0Z VA ‘ATTTaUEYy)

*Jd Xej}lssM VIOTY

wod *uozewedsdTISTHOT-peT :31de3uo)

(3an) TavI

eTUTBJTA uJaylJopn

$91e15 paiTun



Management: Bruce Hurley; Logistics Management: Greg Moitozo
VaData Inc.

73075 LEWIS & CLARK DRIVE (PO BOX 1359,Boardman,OR 97818 for US
Mail)

Boardman, OR 97818

Ireland

Dublin

DUB2

Contact: DCO dub2-data-tech@, oncall, manager: Harpreet Singh Sandhi
(sandhi@)

Amazon Data Services Ltd.

Citadel 100 Building, 4033 Citywest Avenue,Citywest Business Campus
(Saggart, County Dublin), Dublin 24, Ireland

Phone: +353 1 657 3022

Fax: +353 1 657 3057

DUB3

Contact: DCO dub3-data-tech@, oncall, manager: Padraig Lynch
(padraigl@)

Note: For RMA deliveries, contact DCO oncall and/or DUB logistics
(dub-logistics@) to

ensure the package can be received on-site.

Amazon Data Services Ltd.

Unit 9

Servecentric, Blanchardstown Corporate Park, (Blanchardstown)
Dublin 15, Ireland

Phone: +353 1 657 3033

Fax: +353 1 657 3037

DUB4/7

Contact: DCO dub4-data-tech@, oncall, manager: Gareth Campling
(campling@)

Amazon Data Services Ltd.

International Exchange Centre, Clonshaugh Industrial Estate
Dublin 17, Ireland

Phone: +353 1 657 3044

Fax: +353 1 657 3047

DUB8

Contact: DCO dub8-data-tech@, oncall, manager: Padraig Lynch
(padraigl@)

Address: Amazon Data Service Ireland Ltd. Hexagon building,
Blanchardstown Bus & Tech, Snugborough Road, Dublin 15, Ireland
GPS: 53 24'12.9"N 6 21'44.0"W

DUB9

Contact: DCO dub9-data-tech@, oncall, manager: Harpreet Singh Sandhi
(sandhi@)

Address:

Amazon Data Service Ireland Ltd.

IAD6: Ashburn, VA: 703-251-9168 / 571-246-7287

12900 Worldgate Drive Suite 800
Herndon, VA 20170

IAD7

Contact: iad-logistics@amazon.com
Amazon.com

7505 Mason King Ct.

Manassas, VA 20109

IAD8

(An office, not a datacenter)
13461 Sunrise Valley Drive
Suite 510

Herndon, VA 20171

IAD9

Contact: iad-logistics@amazon.com
4100 Westfax Dr.

Chantilly, VA 20151

IAD10

Contact: iad-logistics@amazon.com
45360 West Severn Way

Sterling, VA 20166

IAD11

Contact: iad-logistics@amazon.com
7510 Mason King Ct

Manassas VA 20109

IAD12

Contact: iad-logistics@amazon.com
22630 Dulles Summit Court
Sterling, VA 20166

IAD13

Contact: iad-logistics@amazon.com
43790 Devin Shafron Drive
Ashburn, VA 20147

IAD14

Contact: iad-logistics@amazon.com
11801 Brewers Spring Road
Manassas, VA 20109

IAD15

Contact: iad-logistics@amazon.com
22631 Dulles Summit Court
Sterling, VA 20166

IAD16

Contact: iad-logistics@amazon.com
22651 Dulles Summit Ct

Sterling, VA 20166
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SFO6 (VZ Terremark SJC3)

Terremark Inc. NAP West

C/0 A100 US LLC.

3000 Corvin Drive

Santa Clara, CA 95051-0723 Attn: Chris Ballard.

For shipping and all SFO cluster information:
https:/?/?datacenters.amazon.com/?twiki/?bin/?view/?Datacenters/?SF0
Cluster

SFO7 (Equinix SV2) (Decommissioned Nov'12)

Equinix (SV2)

C/0 A100 US LLC.

1350 Duane Ave

Santa Clara, CA 95054. For shipping and all SFO cluster information:
https:/?/?datacenters.amazon.com/?twiki/?bin/?view/?Datacenters/?SF0
Cluster

SF08 (DLR)

Digital Realty Trust

C/0 A100 US LLC.

200 Paul Ave

Suite 402 (4th Floor)

San Francisco, CA

For shipping and all SFO cluster information:
https:/?/?datacenters.amazon.com/?twiki/?bin/?view/?Datacenters/?SF0
Cluster

SF09 (A100 US, LLC)

A100 US LLC.

26464 Corporate Ave.

Hayward, CA 94545

For shipping and all SFO cluster information:
https:/?/?datacenters.amazon.com/?twiki/?bin/?view/?Datacenters/?SF0
Cluster

SF020 (Coresite)

Coresite CO A100 US LLC

2972 Stender Way

Santa Clara, CA 95051

This site requires a BSR ticket created with Coresite for receiving
shipments. For shipping and all SFO cluster information:
https:/?/?datacenters.amazon.com/?twiki/?bin/?view/?Datacenters/?SF0
Cluster

SF021 (Coresite)

Coresite CO A100 US LLC

2950 Stender Way

Santa Clara, CA 95054

This site requires a BSR ticket created with Coresite for receiving
shipments.

For shipping and all SFO cluster information:
https:/?/?datacenters.amazon.com/?twiki/?bin/?view/?Datacenters/?SF0
Cluster

IAD54

Contact: iad-logistics@amazon.com
43791 Devin Shafron Dr.

Ashburn, VA 20147

IAD55

Contact: iad-logistics@amazon.com
15395 John Marshall Hwy
Haymarket, VA 20169

IAD56
Contact: iad-logistics@amazon.com
45210 Prologis Plaza, Sterling, VA 20166

IAD57 - Prologis building 10
Contact: iad-logistics@amazon.com
22755 Relocation Drive

Sterling, VA 20166

IAD58
22745 Relocation Drive,
Sterling, VA 20166

IAD59

Contact: iad-logistics@amazon.com
7600 Doane Drive

Manassas, VA 20109

IAD60

Contact: iad-logistics@amazon.com
21267 Smith Switch Rd

Ashburn, VA 20147

IAD66 (Equinix DC11)

Do not ship directly to this location without emailing first.
Redirect shipment to IADG.

- Exceptions are made under certain circumstances for DWDM. Tracking
numbers need to be

provided prior to the equipment showing up, or else Equinix WILL
reject the shipment.

Contact: iad-logistics@amazon.com

21721 Filigree Court

Ashburn, VA 20147

IAD67

Do not ship directly to this location without emailing iad-
management@ first.

Contact: iad-logistics@amazon.com

43940 Digital Loudoun Plaza, Ashburn VA 20147

IAD69 (cyrusone)
Do not ship directly to this location without emailing iad-
management@ first.
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